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Windows, Mac, Linux, Android, iOS
Microsoft 365, Google Workspace, Salesforce,
(Slack)

Phoenix
F—Et8— & VE—FFI4R

Windows Server, Linux, MS-SQL, Oracle,
VMware, Hyper-V, NAS

CloudRanger

AWS J59F7—sn0—FK

EC2, EBS, RDS, Redshift
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Data Protection Summary

Data Protection

Endpoints
insync

R Devices

Saas Apps
insync

B2 Microsoft 365

@ Google Workspace
@ Salesforce

@ Box

L3

o

B ® Devices
o Cloud Apps
Sources
Virtual Servers

@ File Servers
90.78 1= ® Databases
Total Data  Data by Source
Services

Hybrid Workloads
Phoenix

E File servers
VMware
Hyper-V.
B wmssaL
© Oracle
NAS

Disaster Recovery

Service Utilization

9«
Successful Backups
776

Total Restores

S Legal Holds

Native Workloads
CloudRanger

{2} AmazonEC2

&} Amazon RDS

@ Amazon Redshift
B Amazon DynamoDB
@ Backup Policies
Disaster Recovery
[P Resource Schedules

[B, File Level Search

Compliance Policies

B F
24 4
DR Instances 0B

Storage Growth

> 1000 «

Last 90 days

90.05T8
6

454778

Total data over last 90 days

Data Governance Insights

& eDiscovery

Q) Federated Search

[ File Analytics
(& Recommendations

Sensitive Data
Governance

Cyber Resilience

&) Ransomware
Recovery

[ Dataloss
Prevention
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Juna 27, 2016

Microsoft Office 365 hit with massive Cerber
ransomware attack, report

Updated: Millions of Microsoft Office 365 users were potentially i i
exposed 10 8 massive zero-day Cerbar ransomware attack last woek ) ecroget .
that pat anly incleded a ransom note, but an audio warning D aOﬁl Ce 365

BLEEPINGCOMPUTER

NEWS ~ DOWNLOADS ~

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr , Get A Multi-Cloud Demo!
Home > News > Security > Phishing Attack Pretends to be a Office 365 Non-Delivery Email = ODREME &
.
- - . - [SES
Phishing Attack Pretends to be a Office 365 Non-Delivery Email -

CYBERSECURITY
PURPOSE-BUILT
By Lawrence Abrams Decerpber] 1M 2 FOR SMALL BUSINESS

*A—H—D5 YLD FHEM S EEMicrosoft 365
**When to Leverage Third-Party Solutions to Back Up Office 365 - Gartner
d fiiRegsomware victims thought their backups were safe. They were wrong

Microsoft 365(%, /\YOTFYTRUE—2ERALTT—4%2RETS
SR
“—BEDS Y ALTITT (LN O T T IN—2F o FAEEEFE (L
BIBLET, FD/=d, Z71 /L DEFITLIREFREFL T
T7AINEET T B EIETEEEA, EDHEEIL, XDEI23
S TCERBIT BLEDIC, S LTI TV I FDEEFZS
OneDrive 7/\A X T/\w O 7y I @ FT BUELHBHYET, ™*

Gartnerld, S>H L7 HENEIRT 51-0(ZSaaS7TF) D
NYOTYTI)a—2a  BHlE kR

“BITE P L UfFFDOIice365 DEE L, EiFHY G/ N OTvTE
LUETT IO+ 0ffice365H TR oY T2q/ZEFA TS
EZAZNETY, COREBIFIELSHYFE A, GartnerD o517
At ST AT TICEB YN DS ITDEKE T —ZDIE
EFHELTIVET .. ™

HEDOERY A/ \—EFX1TF1t28—(NCSC) DLSLEBFD+
X TFq#EEIX. T—2DFEFEIZOne DriveDAZEFES&ITHLT
EBLELTLET,

“NCSCldt, 257K EH#I#—EX (Dropbox, OneDrive.
SharePoint, Google K51 7% &) ZH— D/ o 7w TEL TR
I RETIFLNEEELFE LSz T7 AN LD TH
B~ EE#ICHERICAE T S5 E . EDEF R TS
faE—E%paFET,
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https://www.gartner.com/document/3981702?ref=TypeAheadSearch
https://www.zdnet.com/article/ransomware-victims-thought-their-backups-were-safe-they-were-wrong/
https://www.bleepingcomputer.com/news/security/phishing-attack-hijacks-office-365-accounts-using-oauth-apps/
https://www.scmagazine.com/home/security-news/microsoft-office-365-hit-with-massive-cerber-ransomware-attack-report/
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[]l Backup Content

£7 Windows @ Mac Q Linux @® Global Exclusions
Folders to backup
=) Email Backup folder name Email

Office Templates

® = Al Dr Email dientto backup | Qutlook - 2016/13/10/07 - Optimized for performance 4 | (@)
el (| Al LPIVES

My Documents Include Files Emnail files » * pst
<ip Favorites
(B Desktop
) Exclude Files . i
I¢ Systar, App Settings Edit Profile 5 minutes Close
20 minutes
. 30 minutes
e ot | Backup Schedule 1 hour
2 hours
Backup every v 4 hours
8 hours
Backup at logoff / shutdown 12 hours
i . a Allow users to change schedulg 1 day
+ Add Folder 2 days
Allow users to pause backup 3 days
5 days
& Mllow users to add folders Backup Window o
Use admin time zone @
Backup between 04:00 P14 -| 04:00 P! & | @
Never backup between 04:00 P14 -| 04:00 P! 4| @
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Folders to backup
[() Email Backup folder name Email

¥ | Office Templates o | .
Email client to backup Outlook - 2016/13/10/07 - Optimized for performance 4

ENAIWTINAR-RAI—FT#

) All Drives
{5} My Documents
Sip Favorites

@ Desktop

% System, App Settings

Allow users to log on only through the MDM managed app

< BN M

Enforce PIN for mobile access

Enable mobile backup

B Android | B ios

Mandated Backup Content

'L: Contacts ) Global exclusions set for device backup will be appli

=] Photes

5 Videos

[ App Settings, Call
Logs & Messages

+ Add Folder All contacts on the device will be backed up.

<M< N«

lﬂﬁ Allow users to add folders &

+ Add Folder

Backup every 4 hours 3 Use data network in absence of WIFI
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¥ DEVICES
bex Box
[@# Exchange Online
‘ George Taylor iPad

[ GeorgeMachookair _|

ﬂOneDnve

¥ SNAPSHOTS
¥ Last 7 Days
May 19 2016 10:57
May 19 2016 09:57
May 19 2016 08:57
May 18 2016 13:54
May 18 2016 12:54
May 18 2016 11:53
May 18 2016 10:53
May 18 2016 09:52
May 18 2016 08:52
May 18 2016 07:51
May 18 2016 06:50

May 18 2016 05:50
Mo 18 2016 NA-AQ

druva

fi*Home > Workiles > 2_Collaterals

Name
insync-Cloud-Editions-Datasheet-Druva...
inSync-CloudCache-TechnicalBrief-Druva..
insync-Data-Deduplication-for-Endpoint..
insync-DataSheet-And-Overview-Druva.pdf
insync-Deployment-Scalability-Best-Pra..
insync-insync-FAQ-Druva.pdf
insync-inSync-Mobile-App-Brief-Druva. pdf
insync-Life-Sciences-Brief-Druva.pdf
insync-Making-The-Case-For-Cloud-Breif..
inSync-Mobilelron-PartnerBrief-Druva. pdf
inSync-On-Premise-Editions-Datasheet-D..
inSync-Share-Datasheet-Druva. pdf

inSync-Share-Feature-Focus-Group-and-W..

OooooooooooUtE&ED

inSync-Top-10-Backup-Mistakes-Technica..

Restore to Device

Date Modified Size
09/17/ o e
06/18/
08/13/
06717/ 7 Devices

08/13/ 0: Pi's iPhone

ETART)

105 Seyi's IPhone &

vz/asy v Snapshots

WA v @ Last24 Hours
10/07/ May 24 2016 08:50
09/19/ May 24 2016 00:09
03731/ May 23 2016 16:05
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Data Activity Trend

H i

Quarantined Snapshots @ Unusual data Activity

Time: Jun 06 2020, 13:32
Snapshot Size: 37.48 MB
Files Created: 660

Files Deleted: 1,001
Files Updated: 0
——————————————————————————————————————————————————————————————————— Files Encrypted: 0

Data activity trend for last 7 days
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From: Cloud Admin (cloud.admin@druva.co

john.doe@gmail.com

Subject: Alert (Unusual Data Activity) from Druva inSync

Dear inSync Administrator,

We have observed Unusual Data Activity in some of the devices. Please refer to the list below for more details

Source Time

DDSPL1358 14:20:29 UTC, Wed 30 Nov 2016
Rone's Macbook Pro 14:20:26 UTC, Wed 30 Nov 2016
WIN32 1637 14:20:23 UTC, Wed 30 Nov 2016
DDSPLTEE 14:20:15 UTC, Wed 30 Nov 2016
My Laptop 10:33:00 UTC, Wed 23 Nov 2016

Total Unusual Data Activity Alerts : 108
Click here to view all alerts for your account.

Details

User: Krishna Shekhar. Anomaly Detected: Large number of new files.
Affected Snapshot: Nov 14 2016 16:38. Last known good snapshot: Sep 29 2016 10:49

User: Rono Jacob. Anomaly Detected: Large number of deleted files.
Affected Snapshot: Nov 14 2016 16:38. Last known good snapshot: Sep 29 2016 10:49

User: Shawn Mix. Anomaly Detected: Large number of entropy change.
Affected Snapshot: Nov 14 2016 16:38. Last known good snapshot: Sep 29 2016 10:49

User: Jesse Kapchick. Anomaly Detected: Large number of entropy change.
Affected Snapshot: Nov 14 2016 16:38. Last known good snapshot: Sep 29 2016 10:49

User: Edward Martin. Anomaly Detected: Large number of new files.
Affected Snapshot: Nov 14 2016 16:38. Last known good snapshot: Sep 29 2016 10:49
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All 1 Multi-Tenancy inSync Private C } —)b@i
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File Size Between
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1 v Search Files ¥ | Search Emails

Data Source
Best Cloud Practices. xlsx

il with attachment cnly
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Ay Private cloud files
Profiles My Private cloud files
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Users
File Modified Between
All =

Users
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~  Federated

=

Sync / Federated Sear

Search

Federated Search Q

Quarantine Bay

File Name/SHA1(druva) Data Sources(Devices)

() Federated Search

e

O

File

[

Quarantine
. e

Delete
N3 Email Results fog.44 KB
inSync-Mobile-and-Cl...  287.46 KB
inSync-Addressing-Da...  468.44 KB
inSync-Mobile-and-Cl...  287.46 KB
Druva_AWS SKO_rotat... 9.65 MB
Druva_AWS 5KO_rotat.. 10.73 MB

Y LOTT) B

File Search

274 )L DHEIFF

Email Search

Showing 10 results

Modified On

Feb 04 2016, 02:41
Apr 22 2016, 03:17
Feb 04 2016, 02:41
Apr 22 2016, 03:17
Feb 02 2018, 09:17

Jan 29 2018, 14:54

File Path

/Users/seyiverma/xSVer...

{Users/seyiverma/xSVer...

{Users/camtasia/Camtasi...

fUsers/camtasia/Camtasi...

/Users/tradeshow/Deskto...

/Users/tradeshow/Deskto...

User

George Taylor &
George Taylor &
Rachel Smith
Rachel Smith
jeetgmai

jeetgmai

AR

Data Sources Indexed (§)

Data Source
GeorgeTaylorLaptop
GeorgeTaylorLaptop
Laptop Pro

Laptop Pro
tradeshow4

tradeshow4
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Enterprise
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Windows. Mac OS X, Linux. Android_iOS

Microsoft 365 (Exchange Online, OneDrive, SharePoint Online, Teams) /
Google Workspace (Gmail, Google Drive, Google Share Drive)
Salesforce.com
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